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Protocol Standards

« InIndustry 4.0/110T, there are just too many brands and devices.
« Build protocol standards so machines talk in the same Ian




We will cover these in this webinar:
« Whatis OPC UA?

« OPCUADemo

« cMT-GO1 Features
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Classic OPC

« OPC(19906-)
— Server converts protocols
— Client can accesses any field data by OPC protocol

« Windows only (COM/DCOM)
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OPC UA

« OPC UA (Unified Architecture), managed by the OPC Foundation.
« Operation Platform: Windows, Linux, Mac, i0S, Android, ...
« Programming Language: C/C++/JAVA/.NET/...
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OPC UA

Security

— Authentication: Anonymous, Username/Password, X.509 Certificate
— Authorization: access control down to individual data

— Encryption: SSL/TLS
— Data Integrity: Digital Signature
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User-friendly Tag Access

[ Root
v [ Objects
v @ 1-SVR-Air Conditioning
v D Tags
> @ Blower
v [ Compressor
» ‘@ Compressor Pressure
» @ Compressor State
» @ Compressor Temperatu
> @ Fan
> @ Heater 1
» @ Heater 2
> @ Humidifier
> 2 Pressure Blower
v [0 2-SVR-Packaging
> 2 Tags
> I3 3-SVR-DataStation
> 2 Local HMI
v [ Mitsubishi FX5U
> 2 Tags
> &% Server
> 2 Types
> 2 Views

v [ Compressor
» @ Compressor Pressure
» @ Compressor State
» @ Compressor Temperature




OPC UA

« Subscription/Notification for reduced network traffic

4 ) Subscribe 4 ) A

OPC UA OPC UA
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OPC UA

« Avertically and horizontally integrated network

Cloud

OPC-UA server
Historic data

e ERP

e MES

SCADA

PLC/HMI

e Floor




OPC UA Gateway

As OPC UA gateway connection to PLC
That' s EASY!

Example: Connect to a Mitsubishi via OPC UA

Tag PLC Memory

Product Count D-101

Timer #1 T-1

Server
OPC UA

Client cMT-GO1

Tag name
Datatype
PLC Memory

Mapping
Authorization

iy

PLC Driver




OPC UA Gateway
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utomation Ua rt - The OPC Unified

OPC UA Gateway

Architecture Client - NewProject™
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> @@ Compressor State

» #@ Compressor Temperature

> @ Fan

» @ Heater 1

» @@ Heater2

> @@ Humidifier

v 3 Pressure Blower

> #@ Blower Speed
> ¢ Blower Status

[ 2-SVR-Packaging

(=) 3-SVR-DataStation

2 Local HMI

[ Mitsubishi FX5U

v [ Tags

Product Count

» @ Reset

> @ T

» 6@ T2

> @ T3

> @ T4

» @ TS

> @@ Th

> @ T

~

Address Space

Project

Data Access View
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Server

UaServer@cMT...
UaServer@cMT...
UaServer@cMT...
UaServer@cMT...
UaServer@cMT...

Mode Id

M52[String|1-5V...
M52[String]1-5V...
M52[5tring]1-5V...
MNS52|String|Mits...
MS2|5tring|Mits...

Display Mame

Compressor Pre...

496

Compressor State 5

Compressor Te...
Product Count
T1

525
1274
true

Value

Datatype

Ulnt16
Ulnt16
Ulnt16
Ulnt16
Boolean
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Attributes

&l & [+]

>

Attribute

v MNodeld
MNamespacelndex
|dentifierType
Identifier

ModeClass
BrowseMame
DisplayMame
Description
WriteMask
UserWriteMask

v Value
SourceTimestamp
SourcePicoseconds
ServerTimestamp
ServerPicoseconds
StatusCode
Value

v DataType v

< >

References [

o B 48 Forward v (@)

Reference Target Display

HasTypeDefiniti.. BaseDataVaria




OPC UA Gateway
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OPC UA Gateway

OPC UA client

Process Timer
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OPC UA v.s. MQTT

) )
Client Server
— —
Data: Tag

- 1:1 communication with an
integrated architecture

Server

Data: Topic (flexible)

~ Data transmission with broker over
b ¢ unreliable network




OPC UA v.s. MQTT Explained

Client

Client

Client

[ Server ]

Client

Client

~

Simpler and bi-directional
communication

MQTT
Server

Complex than the left method.




OPC UA v.s. MQTT Explained

Client

Client

Client

Server

Server

Server

Cost for adding/removing any
node is very high

MQTT
Server

Use flexible topic-based
communication. Easier to filter by
topics.




OPC UA v.s. MQTT Explained

Communication patterns: MQTT

Telemetry Very suitable
Device send messages to broker

_ Device does not need to know every destination address

Not very suitable, but possible
Developers must implement request/response by hand

Request/Response may be implemented on different topics
Request/Response context must be implemented by hand

Commands Suitable, but tricky
Easy to implement on device

- Server must control message response by hand
Command response may be implemented on different topic

Very suitable
Broker may retain notifications for devices

— Server send and forget, broker will deliver the message
Devices receives notifications when connected to the broker,

Inquiries

Notification

http://www.slideshare.net/EdielsonPFrigieri/m2m-protocols-for-constrained-environments-in-the-context-of-iot-a-comparison-of-approaches

Intuitively Easy on Infinite Innovations


http://www.slideshare.net/EdielsonPFrigieri/m2m-protocols-for-constrained-environments-in-the-context-of-iot-a-comparison-of-approaches

Gateway to lloT

« OPCUA/MQTT pave an easy way to Industrie 4.0 and lloT
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or any lloT app
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Smart Communication Gateway with data

processing functions of an HMI can help
you quickly build IloT environment



cMT-GO1

Serial Ports * 3
Dual Ethernet

MQTT
« OPCUA
« 300+ protocol support

Easy design with EasyBuilder Pro

Intuitively Easy on Infinite Innovations



Intelligent Features

» Smart features found in HMI
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Value added |

« Replacing expensive OPC and data processing need




EBPro, Web dual setting |

 Both EBPro and Web Configuration




EasyBuilder Pro cMT-GO01 Configuration

1. Add device
2. Configure OPC UA server
3. Download. Donel!



cMT-GO1

« MQTT/OPC UA works « PLCdrivers in sync with
alone, additional other HMI.
purchases unnecessary.

L 4

cMT-GO01

A unique and versatile product :cMT-G01

Connecting your system to lloT to achieve
the SMART factory.
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